Ransomware in Healthcare
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50 DAYS

6,000 hours

That’s the average time is takes for most organizations to know they’ve had a data breach.
¢ Think about the amount of financial and patient data that can be compromised.

e Iihare Toct IR = o Then think about how that affects your hospital’s reputation.
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SECURITY IS A BRAND ISSUE

It affects top-line revenue.
In every organization.
Of every size and industry. Especially in healthcare.
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Our healthcare
customers tell us
they are facing:

* Increased board demands for
greater security value for the
investment

e Ashortage of cyber security
talent

A myriad of federal, state, and
local cyber security regulations

e Aninability to forecast their
security needs appropriately
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Ransomware 101

Dominating the malware market, evolving to become the
most profitable malware type in history

Campaigns targeting healthcare organizations becoming
more widespread and potent

Faster, more effective and more sophisticated propagation
methods maximize the impact

Costs of restoring ransomware compromised systems may
be greater than the cost of paying the ransom
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Impact on Healthcare

Hospitals are hit
with 88% of all

ransomware attacks
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Example of Ransomware

Pl Cr-,-piu:;ll_ripr
Your personal files are encrypted!

Your important files encryption produced on this computer: photos, videos,
documents. etc. Here is 3 complete list of encrypted files, and you can personally
worify this

Encryption was produced using a unigue public key RSA-2043 generated for this
compurer, To decrypt filesyou neaed to obtain the private key.

The single copy of the private key, which will allow you to decrypt the files, located
@n 3 secrel server on the Internet; the server will destroy the key after a tme
speciied in this window. Afuer that, nebedy and never will be able 1o restone files..

Te ebtain the private key for this computer, which will automatically decrypt files
you nead fo pay 100 USD / 100 EUR / similar amount in another currency,
Click <MNext> to select the method of payrment and the currency.
Private will be
9/24/2013 Any attempt to remove or damage this sofrware will lead 1o the immediate
6:21 PM destruction of the private key by the server,

Time left

54:15:15
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Yes, They Advertise...

Rent-A-Hacker

Experienced hacker offering his services!

(Illegal) Hacking and soclal engineering Is my bussiness since | was 16 years old, never had a real job so | had the time to get
really good at hacking and | made a good amount of money last +-20 years.

I have worked for other people before, now im also offering my services for everyone with enough cash here.

Prices:

Im not doing this to make a few bucks here and there, im not from some crappy eastern europe country and happy to scam
people for 50 euro.

Im a proffessional computer expert who could earn 50-100 euro an hour with a legal job.

So stop reading If you dont have a serious problem worth spending some cash at.

Prices depend alot on the problem you want me to solve, but minimum amount for smaller jobs is 200 euro.

You can pay me anonymously using Bitcoin.

Technical skills:

- Web (HTML, PHP, SQL, APACHE)

- C/C++, Assembler, Delphi

- Oday Exploits, Highly personalized trojans, Bots, DDOS

- Spear Phishing Attacks to get accounts from selected targets

- Basically anything a hacker needs to be successfull, if i dont know it, ill learn it very fast
- Anonymity: noone will ever find out who | am.

Social Engineering skills:

- Very good written and spoken (phone calls) english and german.

- If i cant hack something technically ill make phone calls or write emails to the target to get the needed information, | have had
people make things you wouldnt belive really often.

- Alot of experience with security practices inside big corporations.
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e
And They Accept Bitcoin Online

E o DarkNet Core - Wallet
File Settings Tools Help

(«
o
(x

= 41 Receive Transactions

. B/ARKTIE T

0.00 DMNET
Pending: 0.00 DNET Recent transactions
Total: 0.00 DNET
ObFfuscation

Skakus: Enabled

Completion: _ 0%

Obfuscation Balance: 0.00 DNET
Amount and Rounds: 1000 DNET / 2 Rounds

Submitted Denom: N/A

Stop ObFfuscating
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ePlus Ransomware
Services for Healthcare

Review and evaluate pre-existing security
controls and environments

Identify proper calibration to prevent / detect
Enumerate and strengthen security controls

* Security Awareness Training

* Vulnerability Assessments

* Penetration Tests

* End Point Controls Assessment
e System Hardening

* Incident Response Exercises

* Restoration Strategies

* Security Infrastructure

* Application Whitelisting

* Egress Whitelisting




Getting Started

Short On-Site Visit

Based on hospital size and complexity, to provide
insight and training to existing security teams is the
best way communicate gaps and strategies

Deliverables

e A document that enumerates the gaps and
recommendations will be delivered at the end of
the visit.

* Knowledge transfer to key stakeholders will
prepare them to prevent attack and respond
effectively in the event of an attack.
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Prevention is the Best Medicine.
Contact ePlus today.
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+ www.eplus.com/healthcare | 888-482-1122

e healthcare@eplus.com
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